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[ Question. How to automatically construct a model from a black-box system? ]

— Active automata learning.
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[ Question. How to automatically construct a model from a black-box system? ]

— Active automata learning.
But simple finite automata are not expressive enough.

< Extend automata with resources.

Goals of the thesis:
» New learning algorithms for automata
extended with
> a counter (Part 2),
> timers (Part 4).
» Validation algorithm relying on
learning an automaton with a stack
(Part 3).
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° o 0000

[ Question. How to automatically construct a model from a black-box system? ]

— Active automata learning.

But simple finite automata are not expressive enough.

< Extend automata with resources.

Goals of the thesis: Structure for today:
» New learning algorithms for automata » Recall L* learning algorithm.
extended with .
P In each part, present the main
> a counter (Part 2),
. theorem and focus on one property.
> timers (Part 4). )
o _ _ Also, focus on theory; experimental
> Valld.atlon algorithm relyllng on results are ignored.
learning an automaton with a stack
(Part 3).
Learning Automata with Resources 3/37

Staquet Introduction



Introduction Finite automata Learning with L™
o ° 0000

A deterministic finite automaton (DFA, for
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Staquet Finite automata Learning Automata with Resources 4/37



Introduction Finite automata Learning with L™
o e 0000

A deterministic finite automaton (DFA, for

short) is a tuple A = (3, Q, gy, F',0) where: —>
> > is the alphabet,

> () is the finite, non-empty set of states,

> gy € Q is the initial state,

> F C ( is the set of final states,
Figure 1: A DFA.
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A deterministic finite automaton (DFA, for
short) is a tuple A = (3, Q, gy, F',0) where:

> > is the alphabet,

> () is the finite, non-empty set of states,

> gy € Q is the initial state,

> F C ( is the set of final states, a

> §:Q XX — Q is the transition function. Figure 1: A DFA.

Staquet Finite automata Learning Automata with Resources 4/37



Introduction Finite automata Learning with L™
o o ©000

[ Question. How to construct a DFA from a black-box system? ]

— L* algorithm.

!Angluin, “Learning Regular Sets from Queries and Counterexamples”, 1987,
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Introduction
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Finite automata
o

[ Question. How to construct a DFA from a black-box system?

| earner

— L* algorithm.

MQ(w) : w € L?

yes or no

EQ(H) : L(H) = L?

yes or a counterexample

Figure 2: Angluin's framework.?

Teacher

Knows a regular
language L

! Angluin, “Learning Regular Sets from Queries and Counterexamples”, 1987,

Staquet

Learning with L™

Learning Automata with Resources




Introduction Finite automata Learning with L™
o o 000

An observation table for a language L is a tuple
0 = (R,S,T) where:

> R C ¥* is the finite set of representatives,

- . - 6 b
> S C ¥* is the finite set of separators, = Too yes
» T:(RURY)-S — {yes,no} is such that b | yes mo

- @ |mo mo

T(u-s) = yes !fu'SGL ba | no no
no ifu-s¢L. bb | no yes

~» Membership queries. aa | no  yes

ab | no no

Figure 3: An observation table.
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Introduction Finite automata
o o

An observation table for a language L is a tuple
0 = (R,S,T) where:
> R C ¥* is the finite set of representatives,
> S C ¥* is the finite set of separators,
» T:(RURY)-S — {yes,no} is such that

yes ifu-selL
T(u-s)=
(u-) {no ifu-s¢ L.

~> Membership queries.

Equivalence relation over the (extended)
representatives:

Vu,v € RURY tu=gv & VseS:T(u-s)=T(v-s).

Staquet Learning with L™

Learning with L™
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€ | no yes
b | yes no
a | no no
ba | no no
bb | no yes
aa | no  yes
ab | no no

Figure 3: An observation table.
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[ Question. When is it possible to construct a DFA from =47 ]

The table must be closed:
Yve RY,FJue R:v=gu.

9
no

no
yes

@g‘m‘

Figure 4: A table that is not closed, due to b.
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[ Question. When is it possible to construct a DFA from =47 ]

The table must be closed:
Yve RY,FJue R:v=gu.

€

¢ | no
b | yes
a | no
ba | no
bb | no

Figure 5: A closed table.

Staquet Learning with L™ Learning Automata with Resources 7/37



Introduction Finite automata Learning with L™
o o coeo

[ Question. When is it possible to construct a DFA from =47 ]
The table must be closed: The table must be Y-consistent:
Yve RY,FJue R:v=gu. Vu,v €ERa€EX:u=pv=1ua=¢v-a.
| e
€ | no € no
b | yes b | yes
a | no a no
ba | no ba | no
bb | no bb | no
Figure 5: A closed table. aa | no
ab | no
Figure 6: A table that is not X-consistent, due
to e =g a but b Z4 ab.
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[ Question. When is it possible to construct a DFA from =47 ]
The table must be closed: The table must be >-consistent:
Yve RY,FJue R:v=gu. Vu,v €ERa€EX:u=pv=1ua=¢v-a.

| € b

€ | no € | no yes

b | yes b | yes no

a | no a |no no

ba | no ba | no no

bb | no bb | no yes

Figure 5: A closed table. aa | no. yes

ab | no no

Figure 7: A X-consistent table.
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Theorem 1 (Angluin, “Learning Regular Sets from Queries and Counterexamples”,
1987). Let A be the minimal DFA accepting the target language L, and ¢ be the
length of the longest counterexample provided by the teacher. Then,

» the L* algorithm eventually terminates,

» in time and space polynomial in |A|, ¢, and |2

1

» with at most |A| equivalence queries and O <€ : |A|2> membership queries.

Staquet Learning with L™ Learning Automata with Resources 8/37



Part || — Learning Realtime One-Counter Automata

Bruyere, Pérez, and Staquet, “Learning Realtime One-Counter Automata”, TACAS,
2022



Realtime One-Counter Automata Learning
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A realtime one-counter automaton (ROCA,
for short) is a tuple A = (X, Q, ¢y, F',0) where:

> 3 is the alphabet,
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A realtime one-counter automaton (ROCA,
for short) is a tuple A = (X, Q, ¢y, F',0) where:

> 3 is the alphabet,

» () is the finite, non-empty set of states,
> gy € Q is the initial state,
> F C (@ is the set of final states,

Figure 8: An ROCA.
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A realtime one-counter automaton (ROCA,
for short) is a tuple A =

> 3 is the alphabet,

>
>
>
>

(2,Q, 4y, F,0) where:

Q is the finite, non-empty set of states,
qp € @ is the initial state,

F C Q is the set of final states,

§:Q xXx{=0,>0} - Q x {+1,-1,0}

is the transition function.
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Figure 8: An ROCA.
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A realtime one-counter automaton (ROCA,
for short) is a tuple A =

> 3 is the alphabet,

Q is the finite, non-empty set of states,

(2,Q, 4y, F,0) where:

>
> gy € Q is the initial state,

> F C (@ is the set of final states,
>

§:Q xXx{=0,>0} - Q x {+1,-1,0}

is the transition function.

~» Counted runs, e.g.,

a b
((]0,0) - (q07 1) —

Staquet
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A realtime one-counter automaton (ROCA,
for short) is a tuple A = (X, Q, ¢y, F',0) where:

> 3 is the alphabet,

Q is the finite, non-empty set of states,
qp € @ is the initial state,

F C Q is the set of final states,

§:Q xXx{=0,>0} - Q x {+1,-1,0}
is the transition function.

>
>
>
>

~» Counted runs, e.g.,

(0,0) % (g0, 1) 2 (61,1) % (01, 0).

A counted run is accepting when last state is in
F' and counter value is 0.
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|
a[>0]/+1 [=0]/+1
b[>0]/0
b
oo @ o0
a[=0]/0
b[=0]/0
a[>0]/0 a[=0]/0
b[>0]/0 b[=0]/0
Figure 8: An ROCA.
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Realtime One-Counter Automata Learning
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-

Definition 2. Given an ROCA A, two words u,v are equivalent if

VweX:u-wel&sv-wel
and
Yw e T i u-w,v-w e Pref(L(A)) = cv(u-w) = cvt(v - w).

Staquet Realtime One-Counter Automata — Behavior graph Learning Automata with Resources 11/37
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Figure 9: The behavior graph of the ROCA.
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Figure 9: The behavior graph of the ROCA.
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Figure 9: The behavior graph of the ROCA.
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Theorem 3 (Based on Neider and Léding, Learning visibly one-counter automata in
polynomial time, 2010). For any ROCA A, there always exists an ultimately periodic
representation of its behavior graph.
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Theorem 3 (Based on Neider and Léding, Learning visibly one-counter automata in
polynomial time, 2010). For any ROCA A, there always exists an ultimately periodic
representation of its behavior graph.

Proposition 4. From an ultimately periodic representation of the behavior graph of
A, an ROCA B can be constructed such that L(A) = L(B).
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Theorem 3 (Based on Neider and Léding, Learning visibly one-counter automata in

polynomial time, 2010). For any ROCA A, there always exists an ultimately periodic
representation of its behavior graph.

Proposition 4. From an ultimately periodic representation of the behavior graph of
A, an ROCA B can be constructed such that L(A) = L(B).

Goal of Lggca: learn an ultimately periodic representation of the behavior graph.
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Realtime One-Counter Automata

0000

| earner

MQ(w) : w € L(A)?

Learning
©0000

yes or no

CVQ(w) : counter value of w € Pref(L£(A))?

Counter value according to A

PEQ(H,¢) : L(H) = L(A), up to counter value (?

yes or a counterexample

yes or a counterexample

Staquet

Teacher

Knows an ROCA A

Figure 10: Adaptation of Angluin's framework for ROCAs.
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Theorem 5. Let A be the ROCA of the teacher and ¢ be the length of the longest
counterexample returned by the teacher on (partial) equivalence queries. Then,
» the Lzpca algorithm eventually terminates,
» in time and space exponential in |A|,|X| and ¢, and
» asking
> a number of PEQ in O (£3),

> a number of EQ in O (|A] - £?),
» and a number of MQ and CVQ exponential in |A|,|X| and ¢.
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Theorem 5. Let A be the ROCA of the teacher and ¢ be the length of the longest
counterexample returned by the teacher on (partial) equivalence queries. Then,
» the Lzpca algorithm eventually terminates,
» in time and space exponential in |A|,|X| and ¢, and
» asking
> a number of PEQ in O (£3),

> a number of EQ in O (|A] - £?),
» and a number of MQ and CVQ exponential in |A|,|X| and ¢.

[ Question. Why the exponential blowup?
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Assume that an observation table for

ROCA IS e
P> an observation table as for L*, c no, 0
» augmented with counter values for a no, 1
words known to be in Pref(L(A)): ab no, 1
aba | yes, 0
C:(RURY)-S—-NU{L}. b ves, 0
aa no, 1
abb | no, L
abaa | yes,0
abab | yes,0
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Realtime One-Counter Automata Learning
0000 0000

Assume that an observation table for

ROCA IS’ c
» an observation table as for L*, c 1o, 0
P> augmented with counter values for a no, 1
words known to be in Pref(L(A)): ab no, 1
aba | yes, 0
C:(RURY)-S—-NuU{Ll}. b ves, 0
aa no, 1
abb | no, L
abaa | yes,0
abab | yes,0

Moreover, assume

Vu,v € RURY :u=gveVseS:T(u-s)=T(v-s) NC(u-s)=C(v-s).
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€

€ no, 0

no, 1

1. Yu € R: abb #4 u. al; 1o, 10
~ Add abb to R. o0 | yes, 2

b yes, 0

aa no, L

abb no, L

abaa | yes,0

abab | yes,0
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Realtime One-Counter Automata
0000

ab

1. Yu € R: abb #4 u. aba

~ Add abb to R.

aa
abaa
abab
abba
abbb

Staquet Learning — Why exponential blowup? Learning Automata with Resources
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yes, 0
no, 1
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Realtime One-Counter Automata
0000

1. Yu € R: abb #4 u.
~ Add abb to R.

2. Yu € R : abbb #4 u.
~ Add abbb to R.

Staquet Learning — Why exponential blowup?

ab
aba
abb

aa
abaa
abab
abba
abbb

no, 0
no, 1
no, 1
yes, 0
no, 1
yes, 0
no, 1
yes, 0
yes, 0
yes, 0
no, |
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1. Yu € R: abb #4 u.
~ Add abb to R.

2. Yu € R : abbb 4 u.
~> Add abbb to R.

Staquet Learning — Why exponential blowup?

€
€ no, 0
a no, 1
ab no, 1
aba yes, 0
abb no, 1
abbb | no, 1
b yes, 0
aa no, |
abaa | yes,0
abab | yes,0
abba | yes,0
abbba | yes, 0
abbbb | no, L
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Realtime One-Counter Automata
0000

1. Yu € R: abb #4 u.

~ Add abb to R.

2. Yu € R : abbb 4 u.

~ Add abbb to R.

3. Yu € R : abbbb #Z4 u.
~» Add abbbb to R.

4. Repeat ad infinitum.

Staquet

Learning — Why exponential blowup?

€
€ no, 0
a no, 1
ab no, 1
aba yes, 0
abb no, 1
abbb | no, 1
b yes, 0
aa no, |
abaa | yes,0
abab | yes,0
abba | yes,0
abbba | yes, 0
abbbb | no, L

Learning Automata with Resources
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We thus need two types of separators:
» for membership: §

» for counter values: S C S
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We thus need two types of separators:

» for membership: §

» for counter values: S C S € a
€ no,0 | no
a no,1 | no
ab no,1 | yes
aba | yes,0 | yes
aa no, Ll | no
b yes,0 | yes

abb no,1 | yes
abaa | yes,0 | yes
abab | yes,0 | yes
aaa | no, Ll | no
aab | no, L | no
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Realtime One-Counter Automata Learning
0000 ocoooe

We thus need two types of separators:

» for membership: §

> for counter values: S C S. € a
€ no,0 | no

. ] ] a no,1 | no
We approximate the equwalence.relatlon: . ab no,1 | yes
Yu,v € RURY, u € Approx(v) if and only if aba | yes,0 | yes
» forall s € S, T(us) = T(vs), and aa no, L | no
» forall s € S, if C(us) # L and C(vs) # L, b yes,0 | yes
then C'(us) = C(vs). abb | mno,1 | yes

abaa | yes,0 | yes
abab | yes,0 | yes
aaa | no, Ll | no
aab | no, L | no
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Realtime One-Counter Automata
0000

We thus need two types of separators:
» for membership: §

» for counter values: S C S

We approximate the equivalence relation:
Yu,v € RURY, u € Approx(v) if and only if

» forall s € S, T(us) = T(vs), and

» forall s€ S, if C(us) # L and C(vs) # L,
then C(us) = C(vs).

Not necessarily transitive: € € Approz(aa) and
aa € Approz(a) but € ¢ Approz(a).

Ensuring transitivity requires an exponential
number of steps.

€ a
€ no,0 | no
a no,1 | no
ab no,1 | yes
aba | yes,0 | yes
aa no, Ll | no
b yes,0 | yes
abb no,1 | yes
abaa | yes,0 | yes
abab | yes,0 | yes
aaa | no, Ll | no
aab | mno, L | no

Learning
ocoooe

Staquet Learning — Why exponential blowup?
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Part |ll — Validating JSON Documents

Bruyere, Pérez, and Staquet, “Validating Streaming JSON Documents with Learned
VPAs", TACAS, 2023



JSON Validation with an automaton
e00 feletele)

"title": "Active Learning of Automata with Resources",
"details": {

"pages": 341,

"chapters": 11
1,

"nesting": { "inside": { ... } }
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JSON

Validation with an automaton
®00

[e]e]ele]

{
"title": "Active Learning of Automata with Resources",
"details": {
"pages": 341,
"chapters": 11
I
"nesting": { "inside": { ... } }
}

An object is an unordered collection of
key-value pairs.

There are also arrays (ordered collections of
values); we mostly ignore them here.

A JSON document is composed of
nested objects and arrays.
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JSON

Validation with an automaton
®00

[e]e]ele]

{
"title": "Active Learning of Automata with Resources",
"details": {
"pages": 341,
"chapters": 11
}’
"nesting": { "inside": { ... } }
}
An object is an unordered collection of We want to verify that the document
key-value pairs. satisfies some constraints:

There are also arrays (ordered collections of > "title" > string

> "details" — object such that

A JSON document is composed of > "pages" > integer

. » "chapters" > integer
nested objects and arrays. P &
> And so on.

values); we mostly ignore them here.
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JSON Validation with an automaton
oceo feletele)

Classical validation algorithm:
1. Explore the JSON document and the constraints in parallel,
2. If the current value does not match the sub-constraints, stop;

3. Otherwise, repeat recursively.

Staquet JSON Learning Automata with Resources 21/37



JSON Validation with an automaton
oceo feletele)

Classical validation algorithm:
1. Explore the JSON document and the constraints in parallel,
2. If the current value does not match the sub-constraints, stop;

3. Otherwise, repeat recursively.

The constraints can contain Boolean operations.
— The same value must be processed multiple times.

Staquet JSON Learning Automata with Resources 21/37



JSON Validation with an automaton
ococe feletele)

Assume we are in a streaming context.
— We receive the document one fragment at a time.

Staquet JSON Learning Automata with Resources 22 /37



JSON Validation with an automaton
ococe feletele)

Assume we are in a streaming context.
— We receive the document one fragment at a time.

The classical algorithm must wait for the whole document before starting.

Our approach is based on learning an automaton from the constraints and then use it
for validation.

[ Question. Which kind of automaton? ]

[ Question. How to use it to validate documents while receiving them? ]

Staquet JSON Learning Automata with Resources 22/37



JSON Validation with an automaton
000 @000

We abstract the values:

{
"title": "Active Learning of Automata with Resources",
"details": {
"pages": 341,
"chapters": 11
}
}
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JSON Validation with an automaton
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We abstract the values:

{
"title": s,
"details": {
"pages": i,
"chapters": i
}
}
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JSON Validation with an automaton
000 ®000

We abstract the values:

{
"title": s,
"details": {
"pages": 1i,
"chapters": i
}
}

[ Question. How to remember the nesting of objects and arrays? ]

— A stack.
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Validation with an automaton

JSON
©000

[e]e]e}

We abstract the values:

{
"title": s,
"details": {
"pages": 1i,
"chapters": i
}
}
[ Question. How to remember the nesting of objects and arrays? ]
— A stack.
[ Question. Which kind of automaton? ]

— A (visibly) pushdown automaton (VPA).

Staquet Validation with an automaton Learning Automata with Resources 23 /37



JSON Validation with an automaton
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Theorem 6. Let C be a set of constraints describing JSON documents. There always
exists a VPA A whose language is the set of documents that are valid for C.
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JSON Validation with an automaton
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Theorem 6. Let C be a set of constraints describing JSON documents. There always
exists a VPA A whose language is the set of documents that are valid for C.

Theorem 7 (lIsberner, “Foundations of active automata learning: an algorithmic
perspective”, 2015). Let L be a language accepted by some VPA. The TTTypa can
learn a VPA accepting L with a polynomial number of membership and equivalence
queries.
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JSON Validation with an automaton
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Theorem 6. Let C be a set of constraints describing JSON documents. There always
exists a VPA A whose language is the set of documents that are valid for C.

Theorem 7 (lIsberner, “Foundations of active automata learning: an algorithmic
perspective”, 2015). Let L be a language accepted by some VPA. The TTTypa can
learn a VPA accepting L with a polynomial number of membership and equivalence
queries.

Question. How to deal with the exponential number of permutations of the (un-
ordered) keys?

Fix an order over the set of keys.

Staquet Validation with an automaton Learning Automata with Resources 24 /37



JSON Validation with an automaton
000 ocoeo

Theorem 8. Let C be a set of constraints over keys Y., and A be a VPA that
recognizes C, with a fixed order over Y.
Then, checking whether a JSON document J satisfies C

> is in time polynomial in |J| and | A| and exponential in |Sycy|,

> and uses an amount of memory polynomial in | A, |Skey|, and d(J).

For a JSON document J, d(J) denotes its depth: number of nested objects and arrays.
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Theorem 8. Let C be a set of constraints over keys Y., and A be a VPA that
recognizes C, with a fixed order over Y.
Then, checking whether a JSON document J satisfies C
> is in time polynomial in |J| and | A| and exponential in |Sycy|,
, and d(J).

> and uses an amount of memory polynomial in | Al,|Skey

For a JSON document J, d(J) denotes its depth: number of nested objects and arrays.

Question. How to use the VPA to validate JSON documents whose objects do not
follow the fixed order?
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{k1i, 21}
{k2i, k11i}
{kls, k2s}
{k2s,kis}
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We read { k2 i, k11 }.

Potential states for k2 i: {g3,qs}.
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We read { k2 i, k11 }.

Potential states for k2 i: {g3,qs}.
After reading k2: {q4,q9}.

Staquet Validation with an automaton

Validation with an automaton
ocooe

g3, %2, g5

Figure 11: The key graph.

Learning Automata with Resources 26 /37



S

We read { k2 i, k11 }.

Potential states for k2 i: {g3,qs}.
After reading k2: {q4,q9}.
After reading k2 i: {gs5}.
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We read { k2 i, k11 }.

Potential states for k2 i: {g3,qs}.
After reading k2: {q4,q9}.
After reading k2 i: {gs5}.

Not gs k2—1> qs.
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®
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OO

Potential states for k2 i: {g3,qs}. Potential states for k1 i: {qo}.

After reading k2: {q4,qo}.
After readlng k2 i: {g5}.
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After reading k2: {q4,qo}.
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Figure 11: The key graph.
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q7 @ q9
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{ push «
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Potential states for k2 i: {g3,qs}. Potential states for k1 i: {qo}.
After reading k2: {q4,q9}. After reading k1: {q1}.
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Bruyere, Pérez, Staquet, and Vaandrager, “Automata with Timers”, FORMATS, 2023
Bruyere, Garhewal, et al., “Active Learning of Mealy Machines with Timers", 2024
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A Mealy machine with timers

(MMT, for short) is a tuple

M= (1,0,X,Q,qy,x,0) where
> X is the set of timers;

» [ is the set of inputs; the set of
all actions is:

TU{to[z] | x € X};

> O is the set of outputs;
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A Mealy machine with timers

(MMT, for short) is a tuple

M = (1707X7Q7q0aX76) where

>
>

vvyyy

X is the set of timers;

1 is the set of inputs; the set of

all actions is:

TU{to[z] | x € X};

O is the set of outputs;

Q@ is the finite set of states;

qp € Q is the initial state;

x : Q — 2% gives the active

timers of each state;
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{z1}

{21, 22}

Figure 12: An MMT.
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A Mealy machine with timers
(MMT, for short) is a tuple !

M= (1,0,X,Q,qy,x,0) where /—,@
> X is the set of timers;
» [ is the set of inputs; the set of io,r1 =1
all actions is: {z1}

TU{tolz] |z € X}; tolz1]/o/, L (4D to[x1]/0, 21 =1

O is the set of outputs; tolza]/o, L|]i/0',zg =2

Q@ is the finite set of states;
¢ € Q is the initial state; @ tor, 22}
x : Q — 2% gives the active
timers of each state;

vvyyy

ifo,xy =1

Figure 12: An MMT.

» § is the transition function.

Staquet Mealy machines with Timers Learning Automata with Resources



Mealy machines with Timers Learning Nondeterminism
oce oo 0000

to[z1])/o,x1 =1

ifo,xy =1

(90,0)
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to[z1])/o,x1 =1
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L tolj
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[x2]/0, L
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We adapt L# (active learning algorithm for Mealy machines?) to MMTs: LﬁMT.

2Vaandrager et al., “A New Approach for Active Automata Learning Based on Apartness”, 2022.
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We adapt L# (active learning algorithm for Mealy machines?) to MMTs: LﬁMT.

Theorem 9. Let M be a good MMT and ¢ be the length of the longest counterexample
returned by the teacher. Then,

> the L#/IMT algorithm eventually terminates

» in time and number of queries polynomial in | M|, |I
in | X].

, and ¢, and exponential

2Vaandrager et al., “A New Approach for Active Automata Learning Based on Apartness”, 2022.
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We adapt L# (active learning algorithm for Mealy machines?) to MMTs: LﬁMT.

Theorem 9. Let M be a good MMT and ¢ be the length of the longest counterexample
returned by the teacher. Then,

> the L#/IMT algorithm eventually terminates

» in time and number of queries polynomial in | M|, |I
in | X].

, and ¢, and exponential

[ Question. When is an MMT good? ]

2Vaandrager et al., “A New Approach for Active Automata Learning Based on Apartness”, 2022.
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[ Question. When is an MMT good? ]

> Timeouts are observed via their outputs.
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» For every untimed sequence of transitions, there exists a timed run using exactly
this sequence of transitions...
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[ Question. When is an MMT good? ]

» Timeouts are observed via their outputs.

» For every untimed sequence of transitions, there exists a timed run using exactly
this sequence of transitions...

» with all delays > 0 and there is at most one timer that times out at any time.
— Deterministic behavior.
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[ Question. When is an MMT good? ]

» Timeouts are observed via their outputs.

» For every untimed sequence of transitions, there exists a timed run using exactly
this sequence of transitions...

» with all delays > 0 and there is at most one timer that times out at any time.
— Deterministic behavior.

The last condition does not always hold.

[ Question. When can we guarantee a deterministic behavior? ]
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tolz1]/o,z1 =1
i o {z1} 7:/0/,.272 =2 {z1, 22}

0 i
@ A i o
’ to[za]/o, L
L tolz1] /o

1

(a0, 0) % (20, 0) 2% (g1,21 = 1) (@0.0) > (0. 0) L% (g1 = 1)
= (q1,21 = 0) = (q1,21 = 0)
M(Ql,xlzl) ﬂ(QQ,IL’l—O,wQ:Q)
it (q1,21 =1) 9, (g2, 71 = 0,29 = 2)
ﬂ (g2, 21 = 1,20 = 2) M (q0,0)
L (gooar = 0,25 = 1) L5 (40, 0).
N, (g0, 0) 2 (g0.0).
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tolz1]/o,z1 =1

0 ijo {z1} ’L'/O/,xg =2 {z1, 22}
—* (@)D ifo.z1:=1
L= to[za]/o, L
L tolz1] /o
1
1 i/
(QO7®) — ((107@) i} (Q17$1 == 1)

1
- (q17 Tl = 0) Bl
tolrlfo, (0 1) BL
0
= (q1, 21 =1) Figure 13: The blocks of the timed run on the
i/o left.

— (q27x1 = 17:62 = 2)

1
— (QQ,xl = Ov$2 = ]-)

(0, 0) > (g0, 0).

to[x1]/0’
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[ Definition 10. We have a race when two actions happen simultaneously.

Question. Can we avoid a race, while seeing the same untimed sequence of
transitions?
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Question. Can we avoid a race, while seeing the same untimed sequence of
transitions?
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[ Definition 10. We have a race when two actions happen simultaneously. ]

Question. Can we avoid a race, while seeing the same untimed sequence of
transitions?

By By

o

B By L
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Theorem 11. Given an MMT M, deciding whether every untimed sequence of M
can be observed via a timed run in which there is no race is PSPACE-hard and in
3EXP.

It is in PSPACE if the inputs I and the timers X are fixed.
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Part \V/ — Conclusion



Conclusion
ce

Goals of the thesis:
» New learning algorithms for automata extended with

> a counter (Part 2),
> timers (Part 4).

» Validation algorithm relying on learning an automaton with a stack (Part 3).

Thank you!
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12. DFA
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Definition 12 (Myhill-Nerode congruence). Two words u,v are L-equivalent, noted
wr~rpv, if
VweX:u-welL&sv-welL.
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A Mealy machine (MM, for short) is a tuple

i/o
A=(1,0,Q,qy,9) where: —>j/o
» [ is the set of inputs, i/o
» O is the set of outputs, jlo Jj/o
> () is the finite, non-empty set of states, (q2)
> T
>

qp € @ is the initial state,
6 :Q xI— @ x O is the transition ifo
function. Figure 14: An MM.
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Figure 15: Adaptation of Angluin's framework for Mealy machines.
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Theorem 13 (Vaandrager et al., “A New Approach for Active Automata Learning
Based on Apartness”, 2022). Let n be the size of a minimal MM equivalent to the
teacher’'s MM, and ¢ be the length of the longest counterexample provided by the
teacher. Then,

» the L# algorithm eventually terminates,

» in time and space polynomial in n and /¢,

> with at most n — 1 equivalence queries and O (n? 4+ nlog{) membership

queries.
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14. ROCAs
1. Visibly one-counter automata
2. Behavior graph
3. Learning
4. Experimental results
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Figure 16: Hierarchy of one-counter languages.
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A pushdown alphabet, noted Y= e U3, U, is the union of three disjoint
alphabets:

> >.: calls,
> >,.: returns,
> >4 internal symbols.

The sign of a symbol a € 3 is:

1 ifaeX,
sign(a) =< =1 fa€ X,
0 ifae€ X
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The counter value of a word w = a1 ---a,, is

cv(w) = Z sign(ag).
=0

The height of w is

height(w) = uer}gﬁ;{(w) cv(u).
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A visibly one-counter automaton (VCA, for ae[>0]

short) is a tuple A = (iQ,qmF,é) where:
> 3 is the pushdown alphabet,

j=a

Q is the finite, non-empty set of states, b g
mt[>0] C@D ar[>0] |-
qp € Q is the initial state, C<>D é

F C (@ is the set of final states, bint[=0]

§:Q x I x{=0,>0} — Q is the (0] o)

transition function. (int|> int|=
bint[>0] bz’nt[:m

Figure 17: A VCA.

>
>
>
>

Staquet ROCAs — Visibly one-counter automata Learning Automata with Resources 17 /42



References DFA Mealy machines ROCAs JSON Timers
o oo 0000 00000800000000 000000 0000000000

Definition 14 (Myhill-Nerode congruence). Two words u,v are L-equivalent, noted
wn~rpv, if
VweX:u-wel&sv-welL.

Proposition 15 (Not in Neider and Loding, Learning visibly one-counter automata
in polynomial time, 2010). Let L be a language accepted by some VCA, and u,v €
Pref(L) such that uw~pv. Then, cv(u) = cv(v).

The behavior graph of L is constructed from the equivalence classes of ~, restricted
to co-reachable states.
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Initial part Repeating part

| | | |
1 1
e G\ G (N
b

—> C
bint bint \T{nt
2 2 2
ar ?T’

Qint, Dint bint bint bint

Figure 18: A behavior graph BG(L).
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Question. How to encode the behavior graph in a finite representation?

Definition 16. The level ¢ of BG(L) is:
level(BG(L),{) = {[w]~, | cv(w) = £}.
The width of BG(L) is:

width(BG(L)) = max level(BG(L), ).
€

Proposition 17. The width of BG(L) is always bounded.
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[ Question. How to encode the behavior graph of a VCL in a finite representation? ]

Enumerate the states in level ¢: Encode the transitions of BG(L):
v : level(BG(L),0) — {1,..., K}, :{l,... K} x¥—{1,... K}.
with K = width(BG(L)). That encoding is unique, given the

enumerations vy.
Theorem 18. For any VCL L, there exists an enumeration
v : level(BG(L),t) — {1,...,width(BG(L))}

such that o7y - -+ is ultimately periodic, i.e., there are an offset m > 0 and a
period k < 0 such that 79+ Tin—1(Tm * ** Tmak—1)" -
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Theorem 19. For any ROCL L, there exists a VCL L such that BG(L) and BG(L)
are isomorphic (up to a change of alphabet).

The isomorphism respects the counter values and both offset and period of ultimately
periodic descriptions.
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Figure 19: A behavior graph BG(L).
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Figure 20: An ROCA constructed from BG(L).
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[ Question. When is it possible to construct an ROCA from the observation table? ]

The table must be closed: The table must be >-consistent:
Yu € RY : Approxz(u) N R # (. Vu € R,a € ¥,v € Approz(u) N R :
If not, add u to R. u-a € Approz(v - a).

If not, add a - s to .S, with s € S the
culprit of u-a ¢ Approz(v - a).
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[ Question. When is it possible to construct an ROCA from the observation table? ]

The table must be | -consistent:

Vu € RURY, v € Approz(u),s € S:C(u-s)=1L < C(v-s)= L.
If not (assuming C(u-s) # L):
S//

s
u s u s
u/ s’ o s’
. _ _ , If u is a proper prefix of u':
If u’ is a prefix of u, add all suffixes of s b 05" € Log(L) ~ add all suffixes of
to S. y
s" to S
> v-5" ¢ Loy(L) ~ add all suffixes of

s" to S and S.
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Figure 21: Results for the benchmarks based on random ROCAs.
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15. JSON
1. Experimental results
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A visibly pushdown automaton (VPA, for q0
short) is a tuple A = (3,T',Q, q, F', §) where:

» 3 is the pushdown alphabet, bl |a/y
> () is the finite, non-empty set of states,
> gy € Q is the initial state, @D
> [ C @ is the set of final states,
» § =6.UJ, Uy is the transition aly]
relation:
> 5. C(Q xS0) x (Q xT),
> 6 Q(QXE xT) x @,
nt © (@ X Tine) X Q. aly)

Figure 22: A VPA.
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The key graph G 4 of a VPA A has:
> the vertices (p, k,p’) with p,p’ € Q4 and k € Yey if there exists a stacked run

(p,e) LN (p',e) € sruns(A)
with _
RS EpVal U {a U Q | a€ X, u€ WM(EJSON)},
and

> the edges ((p1, k1,DP}), (p2, k2,ph)) if there exists an internal transition p #, Da.
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Lemma 20. In a key graph G 4, there exists a path

((p1, k1, 01) (P2, k2, 15) - - - (Pny kins DY)

with p1 = q()4 if and only if there exist

> a word u = kyvy # kovo # . . . # knv, such that each k;v; is a key-value pair and
u is a factor of a word in L-(G), and

> a path (g3',e) = (pl,, ) € sruns(A) that decomposes as follows:

Vie{l,...,n}: (pi,e) 2% (p),e)
and

Vie{l,...,n—1}: (p},e) i (Pit1,€).
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Figure 23: Results for VIM plugins, with |2y, | = 16. Red circles = classical algorithm. Blue
crosses = our algorithm.
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We use Boolean operations to force the classical algorithm to explore multiple branches,
while our algorithm is immediate.

15 | ‘ ‘ [ o] coboodooobo
©6000000°0F° 4K |- .
10 + N
ol | 2K | .
Ow><><>‘<><><><‘><><><‘><><« 0w><><>‘<><><><‘><><><‘><><«
10 20 30 10 20 30
Document size Document size
(a) Time usage (ms). (b) Mem. usage (kB).

Figure 24: Results for a worst case, with |Xyey| = 1. Red circles = classical algorithm. Blue
crosses = our algorithm.
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16. Timers
1. Definitions
2. Regions
3. Race
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A run pg —> —> pr, is said z-spanning (with x € X) if it begins with a transition

(re)startlng x, ends with a to[z]-transition, and no intermediate transition restarts or
stops . That is,

> u = (x,c),

> i, = to[x],

> u; # (z,d) forall j € {2,...,n— 1} and d € N>, and
> e x(p) forall je{2,...,n—1}.
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Let
i ds
p = (po, ko) — (po, Ko — dl) (pl, K1) —> -

dn
5 (Pns Kn) i> (pn,ﬁn — dp+1) € truns(M)

Un

be a timed run. A block of p is a pair B = (kika...km,7y) such that iy, ,ix,, ..., ik, i
a maximal subsequence of actions of p such that
> ikl el,
Thy kg g . .
> P Pk, 1S T-spanning for some timer z and for all 1 < ¢ < m, and
» ~ is the timer fate of B defined as:

L if 4, does not restart any timer

_J® if i restarts a timer which is discarded (by some i,, with
7= km < € < n or by the end of the run), when its value is zero

X  otherwise.
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Theorem 21. For every MMT M, there exists a timed Mealy machine N such that
M and N output the same timed words.
The opposite direction does not hold.
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Let M = (1,0,X,Q,qy,x,0) be an MMT. Two valuations s and «’ are said
timer-equivalent, noted x =/, if dom(x) = dom(x’) and the following hold:

> forall z € X, |k(z)| = |&'(z)] and
» for all z € X, frac(k(x)) = 0 if and only if frac(x’(z)) = 0, and

» for all x1, 20 € X, frac(k(zy)) < frac(k(z2)) if and only if
frac(k'(z1)) < frac(x/(z2)).
A timer region for M is an equivalence class of timer valuations induced by .
We lift the relation to configurations: (q,x) = (¢/,«’) if and only if Kk 2 " and ¢ = ¢'.
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The region automaton of M is denoted R(M) and such that
» its alphabet is ¥ = {7} U A(M),
> its set of states QM) is the quotient of the configurations by =, i.e.

QRM) = {(g,5) | g € Q1 € Val(x(9))} =,

(M)

> its initial state qéz is the class of the initial configuration of M, i.e.,

a0 ™ = [, 0)]= = (@, [0]=)

(by definition of %),
P its transition relation § € S x ¥ x S includes
> [(q,5)]=~ = [(q,k — d)]=~ if (¢, k) 4 (¢, k — d) in M whenever d > 0, and
> g 0)]= = [(¢',#)] if (¢:5) = (', 1) in M.
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Lemma 22. Let M be an MMT and R(M) be its region automaton. For a timer x €
X, ¢, denotes the largest constant to which x is updated in M. Let C = max,cx Cy.
Then,

QR < QM) X1t 2. (€ + ¥
and
5(0,m) % (¢ ) € truns(M) & g, 9] 2 [(d', 7] € runs(ROM)).

Staquet Timers — Regions Learning Automata with Resources 39/42



References DFA
o

Mealy machines ROCAs
oo

0000 0000000000000 0

(q0,0) = (g0, 0)
i/o

— (Q1ax1 - 1)

5 (g1, 21 = 0)
2o, gy 3y = 1)

2 (g =1)

ﬂ) (g2, 21 = 1,29 = 2)
5 (g2,21 =0,20 = 1)
2, (4o, 0)

22 (q0,0).

Staquet Timers — Race

JSON
000000

Learning Automata with Resources

Timers
0000000800

40/ 42



References
o

DFA

[e]e]

(q0,0) =+ (g0, 0)

Staquet

i/o

Mealy machines
0000

— (qlaxl - 1)

i> (qul - O)

tolz1]/o (

q1,T1

0
= (q1, 21 =1)

i/o

=1)

— (q2ax1 — 1,3]'2 == 2)

1
— (g2, 21 =0,20 =1)

tolz1]/0’

0.5
-

(40,0)
(0, 0).

Timers — Race

ROCAs JSON

Timers
0000000000000 000000

0000000800

B

B{
---x

Figure 25: The blocks of the timed run.
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Definition 23. We have a race when

two actions happen simultaneously.
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Definition 23. We have a race when
two actions happen simultaneously.

Figure 26: The block graphs of the race.
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Figure 27: Blocks for a timed run in which races are not avoidable, and its block graph.
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Figure 27: Blocks for a timed run in which races are not avoidable, and its block graph.

[ Proposition 24. A timed run has unavoidable races iff its block graph is cyclic.
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Figure 27: Blocks for a timed run in which races are not avoidable, and its block graph.

.

Proposition 24. A timed run has unavoidable races iff its block graph is cyclic.

-

Proposition 25. There exists an MSO formula to decide whether there exists a timed
run whose block graph is cyclic.
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Let B, B’ be two blocks of a padded timed run p with timer fates v and 4'. We say that
B and B’ participate in a race if:

> either there exist actions 7 € B and ¢’ € B’ such that the sum of the delays
between i and 4’ in p is equal to zero, i.e., no time elapses between them,

> or there exists an action ¢ € B that is the first action along p to discard the timer
started by the last action i’ € B’ and 7/ = @, i.e., the timer of B’ (re)started by ¢’
reaches value zero when ¢ discards it.

We also say that the actions ¢ and ¢’ participate in this race.
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